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General Membership: $95 plus chapter dues/year
Professionals who have as their primary responsibility information systems 
security in the private or public sector, or professionals who supply information 
systems security consulting services to the private or public sector; or IS 
Auditors, or IS professionals who have as one of their primary responsibilities 
information systems security in the private or public sector; Educators, attorneys 
and law enforcement officers having a vested interest in information security; or 
Professionals with primary responsibility for marketing or supplying security 
equipment or products. Multi-year memberships for General Members, 
are as follows:

2-Year Membership: $185, plus 2 years of chapter dues
3-Year Membership: $270, plus 3 years of chapter dues
5-Year Membership: $435, plus 5 years of chapter dues

Organizational Membership: $115/$90
Government agencies and private companies may purchase an Organizational 
Membership for a specified function being performed by an employee. This 
membership will belong to the agency or company, not the employee, and will 
be transferred to another individual as reassignments occur. When unassigned, 
this class of membership will have all rights and privileges of a General Member 
except the rights to vote and hold office. If a person is named or assigned to this 
membership and said person signs and complies with the Code of Ethics, that 
person will be able to vote and hold office.

Company Employees: $115, plus chapter dues/year

2-year membership: $205, plus 2 years of chapter dues
3-year membership: $290, plus 3 years of chapter dues
5-year membership: $455, plus 5 years of chapter dues

Government Employees: $90, plus chapter dues/year
2-year membership: $180, plus 2 years of chapter dues
3-year membership: $265, plus 3 years of chapter dues
5-year membership: $430, plus 5 years of chapter due

Central/South America
Argentina............................. 0
Bogotá................................. 0
Brasil - SP......................... 30
Caracas - Venezuela.......... 10
Chile - Santiago ................ 30
Latin America ...................... 0
Europe/Africa
Brussels European ............ 40
Egypt................................... 0
France ................................. 0
Hellas (Greece).................... 0
Irish................................. 100
Italy ................................... 65
Netherlands....................... 30
Nigeria .............................. 30
Nordic ................................. 0
Poland................................. 0
Romania.............................. 0
Southern Germany ............ 30
Spain................................. 60
Switzerland........................ 80
UK ..................................... 0
Asia/Middle East
Beijing................................. 0

Chennai............................. 10
Guangzhou.......................... 0
Hong Kong........................ 30
Indonesia ............................ 0
Israeli ................................ 50
Kuwait ................................. 0
Osan/Seoul ....................... 80
Pakistan Central ................ 20
Pakistan National ................ 0
Saudi Arabia........................ 0
Shanghai............................. 0
Singapore.......................... 10
Sri Lanka............................. 0
Taiwan................................. 0
Tokyo ................................ 30
Oceania
Queensland ....................... 25
Sydney ................................ 0
Victorian, Australia.............. 0
North America
Alamo (San Antonio)......... 20
Alberta (Canada) ................. 0
ArkLaTex (Shreveport)....... 30
Baltimore........................... 20
Baton Rouge...................... 25

Blue Grass (Kentucky)......... 0
Boise................................. 25
Buffalo Niagara.................. 25
Capitol of Texas................. 15
Central Alabama................ 25
Central Florida .................. 25
Central Indiana.................. 25
Central Missouri ................. 0
Central New York................. 0
Central Ohio...................... 20
Central Pennsylvania......... 20
Central Plains.................... 30
Central Virginia ................. 25
Charlotte Metro ................. 30
Chicago............................. 30
Colorado Springs.............. 25
Connecticut....................... 20
Dayton............................... 25
Delaware Valley................. 20
Denver............................... 25
East Tennessee.................. 35
Eastern Idaho .................... 20
Eastern Iowa........................ 0
Florida Big Ben ................... 0
Grand Rapids ...................... 0

Greater Augusta................. 25
Greater Cincinnati ............. 10
Greater Spokane................ 20
Hampton Roads................. 30
Hawaii ............................... 20
Heart of Texas.................... 10
Indianapolis ........................ 0
Inland Empire.................... 20
Kansas City ....................... 20
Kentuckiana....................... 35
Lafayette.............................. 0
Lansing ............................. 20
Los Angeles ...................... 20
Madison............................ 15
Mankato ............................ 20
Memphis........................... 20
Metropolitan Atlanta.......... 30
Middle Tennessee ............. 35
Midlands........................... 25
Milwaukee......................... 30
Minnesota ......................... 20
Montreal............................ 20
Motor City (Detroit)........... 25
National Capital 

(Washington DC)........ 25

New England ..................... 20
New Jersey........................ 20
New Hampshire................. 20
New Mexico ...................... 20
New York Metro................. 40
North Alabama .................. 15
North Dakota ....................... 0
North Texas ....................... 20
Northeast Indiana .............. 10
Northeast Ohio .................. 20
Northeast Wisconsin ......... 25
Northern Indiana ............... 10
Northern Virgina (NOVA)... 25
Northwest Arkansas........... 15
Northwest Ohio ................. 25
Oklahoma.......................... 30
Oklahoma City................... 25
Omaha............................... 25
Orange County .................. 20
Ottawa ............................... 10
Phoenix............................. 30
Pittsburgh ......................... 30
Portland ............................ 30
Puget Sound (Seattle) ....... 20
Quebec City (Canada) ......... 0

Raleigh.............................. 25
Rochester (New York)........ 15
Sacramento Valley............. 20
San Diego ......................... 30
San Francisco ................... 20
SC Midlands ..................... 25
Silicon Valley .................... 30
South Florida .................... 20
Southwest Florida ............. 25
South Texas....................... 30
Southeast Arizona ............. 20
Southern Maine................. 20
St. Louis............................ 20
Tampa Bay......................... 20
Tech Valley of New York .... 35
Texas Gulf Coast ............... 30
Toronto.............................. 20
Tri-Cities (Tennessee) ....... 20
Utah .................................. 15
Vancouver ......................... 20
Western Oregon ................ 20
WinstonSalem Triad ............ 0

ISSA Chapters & Annual Dues Changes/additions – visit our website – www.issa.org

ISSA Membership Categories and Annual Dues
Student Membership: $30

Student members are full-time students in an accredited institution of higher 
learning. This membership class carries the same privileges as that of a General 
Member except that Student Members may not vote on Association matters or 
hold an office on the ISSA International Board. There is no restriction against 
students forming a student chapter.

Trial Membership: Free
ISSA offers a free 90-day trial membership to enable you to acquaint yourself 
with the Association. This trial membership entitles you to all of the benefits 
offered by the International Association, including receiving copies of the 
ISSA Magazine, access to the ISSA International web site, and discounts to 
conferences and training events sponsored by the international Association. If 
you choose to become a Trial member, your information will be forwarded to the 
Chapter President of the closest local chapter in your area. You will be contacted 
by the local chapter and invited to attend the local chapter meetings. This trial 
membership does not entitle you to any benefits that are sponsored by the local 
chapter, including discounts to local conferences or educational events. To 
receive local chapter benefits, you must pay both the International dues and that 
particular Chapter’s dues.

During your 90 day FREE Trial, you will receive periodic notices asking you 
to become an official paid member of the Association. If you would like to 
continue receiving all of the benefits of an ISSA membership, you should send 
in your payment at that time. The benefits you receive as a FREE Trial member 
will be terminated if you have not paid your dues and become a member of the 
Association before the end of the 90 days.

CISO Executive Membership: $995
The role of information security executives continues to be defined and 
redefined as the integration of business and technology evolves. While these 
new positions gain more authority and responsibility, peers must form a 
collaborative environment to foster knowledge and influence that will help shape 
the profession. ISSA recognizes this need and has created the exclusive CISO 
Executive Membership program to give executives an environment to achieve 
mutual success. For more information about CISO Executive Membership, 
please visit the CISO website – http://ciso.issa.org.
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Targeted Financial Attacks
By Ryan Sherstobitoff 

Malware writers continue to find new and inventive 
ways to infiltrate computer networks and elude 
traditional perimeter security systems.  Over the 

last year attention has been directed towards threats focused 
on specific targets.  In other words, the characteristics of 
malware are changing from what we were familiar with to 
involving a more sophisticated approach that is not easily 
stopped.

What was once only an annoyance has morphed into a major 
money-making global enterprise involving hundreds of bil-
lions of dollars!  

In the old days malware was designed to spread rapidly 
through an organization’s network and with a variety of ef-
fects from damaging data to causing an internal distributed 
denial of service (DDoS) with multiple compromised systems 
(usually infected with a Trojan) being used to target a single 
system. All a security professional had to do was up-date 
patches or close specific ports related to the attack in order to 
prevent the further spread.

This is simply not the way malware operates anymore, which 
is why the epidemic seems to have disappeared altogether. 
That is far from the case: there is a new breed of malware 
designed specifically with economical and financial gain in 
mind. No loud, massive epidemics associated with this new 
type of malware – a majority of the malware infect users si-
lently, without their knowledge.

For example there is a high volume of banker Trojans cur-
rently affecting consumers abroad using a wide range of tech-
niques to capture confidential information such as pin num-
bers and other data. This information is then used illegally 
in several ways: credit card scams, printing fake ATM cards, 
purchasing goods with stolen credit cards and then reselling 
at discounted prices, and a host of other scams.

These Trojans are designed to work with the authentication 
mechanisms incorporated by the bank. For example, a num-
ber of these Trojans inject non-existent fields into the live 
banking session to capture additional information that the 
bank normally would not ask for. There are even some cases 
of Trojans hi-jacking transaction sessions in real-time and 
sending funds to accounts other than originally intended. 
While this all may seem like a bleak outlook in regards to the 

current state of affairs, it happens to be the reality we live in 
today.

So, you may be asking at this point how wide spread this 
problem really is. The fact is over 50% of our detections 
within PandaLabs are related to Trojans of some form (most-
ly banker Trojans) designed to steal confidential informa-
tion. Furthermore, according to a research study recently 
conducted here at the labs, between May and July 2007 on a 
sample population of 1.5 million consumer PCs, it was found 
that out of sample set with up-to-date enabled protection, the 
population had a 22% infection rate of active malware cur-
rently in memory.

And the corporate side had a whopping 72% infection rate. 
This statistic was derived out of a population of 2000+ com-
panies that participated in an online audit with Malware Ra-
dar.� One can conclude that computers are becoming more 
infected then ever with virtually undetectable malware de-
signed with completely different motives than the days of the 
Melissa Virus or Code Red.

We must look at the current challenges facing security profes-
sionals today in terms of defending against this new breed. 
One major challenge for banking professionals is protecting 
consumers from on-line fraud. This is particularly difficult, 
especially when current tools provide only a limited insight 
into the new malware landscape. As it is banks usually get 
information regarding phishing and Trojan sites many hours 
after the consumers have become infected and some volume 
of information has been stolen. Your defenses are only as 
good as the knowledge you have regarding threats that affect 
you.

�	 www.malwareradar.com

Figure 1 – Security authenticatin 
used by banks

Inside the AV Lab

Figure 2 – Trojan injects additional 
fields
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These banking Trojans have evolved well beyond simple key-
logging. They are now being designed to adapt to the pro-
cesses involved in providing access to the user. This is mainly 
performed through extremely sophisticated HTML injec-
tion techniques that intelligently inject seemingly genuine 
form fields into webpages during the transaction session. In 
January 2007 a banker Trojan known as Limbo was detected 
which incorporated HTML injection for specific banks. What 
made this particular Trojan especially malicious was the bot-
net capabilities it had incorporated for remotely updating the 
infected PCs with new information concerning injection into 
the online banking session. This was important in terms of 
effectiveness against consumers.

The banking industry is in dire need of technologies capable 
of detecting and preventing the fraudulent activity associated 
with banker Trojans without constantly investing money in 
developing authentication and other security mechanisms to 
fool the Trojans.

About the Author
Ryan Sherstobitoff is the Product Technology Officer at Panda 
Security USA (www.usa.pandasecurity.com). Ryan lectures 
across the USA on cybercrime trends as well as corporate risk 
assessments. He can be reached at ryans@pandasecurity.com.
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